








One issue that hampers the police's performance is the
lack of proper equipment. In the Mumbai attacks, it was
evident that the terrorists had superior weapons compared
to that of the policemen who were responding. The nature
of the threat is how a full-fledged military one and the local
police cannot be expected to fight such an enemy with
outdated protection and weaponry. Hence, the police force
needs to urgently upgrade its eguipment, including
helmets, bullet-proof vests, weapons and side-arms.

Response Infrastructure

The Bangalore Metropolitan Region should be demarcated
into several zones, each under the supervision of the DCP
officer of the police. These zones should serve as the sub-
regional arms of the CCC.

Each zone should be responsible for maintaining a list of
high-profile, risk-prone locations and developing and
documenting effective response systems for each.

There should be intensive and visible patrolling and
surveillance around these locations. Each zone should also
be responsible for electronic surveillance in its jurisdiction,
including effective use of information from traffic police
cameras.

These surveillance inputs should all be monitored at
control rooms in the zones.

A secure CMG Control Centre {CCC) should be established
with direct connectivity to the zonal offices. The CCC and
the zonal offices should be maintained 24X7 online.

Response capacity

Each zone should have clear local capacity of armed QRT
and civil defense infrastructure (fire services, hospitals,
ambulances, trauma care centers and doctors). QRT
capacity should be built quickly from within local police
resources (KSRP and other special detachments).

The state government may seek temporary deputation of
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NSG/ITBP officers to state police to manage, train and arm
the QRT assets.

Response Procedures

There should be a tightly written and standard operating
procedure for the CCC and each of the zonal centers with
which it coordinates its functions. The Standard Operating
Procedures (SOPs) should cover:

Securing crisis zones

VIP visits

Media coordination

Victim care

Guidelines for media conduct.

Establish Special Security Zones (S5Zs)

Given the travel time and traffic issues, the city should be
demarcated into five or six Special Security Zones (S5Zs).
The capacity and scope for each zone can be built up
differently as required.

Each 857 is to be the responsibility for the DCP (Deputy
Commissioner of Police or egquivalent senior officer) and
will have a Secure Control Center (S5Z CC) or equivalent.
Each SSZ is to have a list of possible targets consisting of
high-profile locations (e.g. malls and offices), including
residential localities of high-profile individuals such as
prominent politicians, businesspeople and so on. Each $5Z
is to have one helipad along with designated hospitals and
trauma centers.



Establish a Crisis Management Command and Control Centre
(CMC3)

There should be a Crisis Management Command and
Control Centre (CMC3). This is to be in a secure
location. The CMC3 will need full connectivity to all the
557 CCs with wireless, fibre-optic for multiple voice,
video and data channels, terminals to RTO and
criminal databases, connectivity to the home ministry
in Delhi, the Intelligence Bureau (IB), RAW (Research
and Analysis Wing) and other critical bodies. The help
of the Army and the NSG (National Security Guards)
could also be sought to develop the CMC3.

The State Government should have a Crisis
Management Group (CMQG), including district-wise
CMGs.

The RTOs (Regional Transport Office) should be
completely computerized and must interface with
relevant police databases.

The statewide and Bengaluru police wireless network
should be strengthened and upgraded. A secure police
and intelligence intranet should also be created.

Better legislation needs to be introduced to support the
law-enforcement authorities in their battle against
terrorist acts.

A policy and framework for private sector armed
security forces needs to be created. This must be done
according to strict guidelines, certification, regulation,
and training from the police.

To ensure that the police forces are motivated, all
police welfare measures {e.g. housing, colony
upgradation, etc.) must be cleared.

Prevention

Intelligence coordination between the State and Center
must be institutionalized and made robust. This could
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include the building of a state intelligence intranet with
each district intelligence operation being able to easily
and seamlessly input and share intelligence.

The state police intelligence department must be
upgraded and the intelligence analyst cadre needs to
be strengthened.

8§8Zs should have visible and intensive patrolling
operations around specific targets within the S57s. The
CISF (Central Industrial Security Force) and other
paramilitary forces should be requested to augment
forces for patrolling.

The 88Zs will have full and extensive electronic
surveillance throughout the zone, monitored at the
SSZCC.

The police must advertise a public hotline so people
cah report any suspicious activities. All police stations
must be instructed to give terror suspicions the highest
priority.

Terrorists are often highly educated and computer-
literate. Some even seek respectable employment in
large, blue-chip companies. Hence, screening of
corporate employees must be made tighter.




Introduce neighborhood policing schemes

Community and neighborhood policing

schemes must be introduced. Community leaders
should be institutionally linked to the police but
without the sharing of intelligence This is important
because there could be some local support and
terrorists may try to mingle with locals before or after
an attack.

Neighborhoods should also be encouraged to turn into
gated communities with private security facilities (like
in Delhi).

The RTOs must tighten the license issuing process to
prevent the issue of fake licenses. The issuing of fake
licenses must be made a criminal offence.

A new statewide protocol must be introduced for
stolen vehicles and fake licenses. The law regarding
traffic violations must be enforced.

Mobile patrols should be introduced on state and
national highways. These patrols should be linked to
the police network. Responsiveness must be high.

An ID card system is to be planned and rolled out, with
a centralized citizen register and database and
integrated to the UID, if possible.

Crisis Response

The crisis response process to be followed must be
clearly written and documented for CMC3 and each of
the SSZ CCS.

Standard Operating Procedures (SOPs) for various
aspects of a crisis response, such as securing of the
attack location(s), evacuation of the surrounding
areas, media conduct, media coordination and so on,
must be laid out and documented .

CMC3 and SSZ CCs must be manned 24/7 and be on
the police network.
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Each SSZ must have local capacity of armed QRT and
civil defense infrastructure comprising the fire service,
ambulances, hospitals, trauma centers and doctors).

The QRT capacity must be quickly built from within
local police resources (e.g. the Karnataka State
Reserve Police and other special detachments)

The state should seek temporary deputation of
NSG/ITBP (Indo-Tibetan Border Police) officers to the
state police to manage, train and arm the QRT.

Issue 4: Fragmented Intelligence

Institutionalize intelligence coordination

Intelligence coordination between the state and center
should be institutionalized and made robust, including
the establishment of an 'Intel Information network’,
through which each district intelligence operation can
seamlessly interact with others.

The intelligence analysis cadre in the state police
must be strengthened.

Routine data collection and documentation in
government departments and agencies should
contribute information to develop intelligence and risk
analysis for public security threats [for instance, traffic
cameras, RTO databases of vehicles and owners, etc.
should be fully available to the RAAG].

The CPG should prepare a full list of such data
sources and ensure continuous availability of this
information from each agency.



Issue 5: Vulnerable coastline

Coastal Security Blueprint

A 3-tier coastal security system should be
established, consisting of the following:

A designated Head of Coastal Security of the rank of
ADGP/IGP to be announced.

-A Karnataka Coastal Security Command and Control
System with multiple coastal stations on the same
network to be established. Consultations with Army
and Navy to be held to develop and desigh the
centers.

Coastal security components - marine, air and land
surveillance and patrolling - should all be linked to
these command centers.

Agreements between Karnataka Police and the Navy,
Coast Guard, and Coast Guard Helicopter should be
established for coastal and air surveillance.

Coastal police stations to be built and strengthened
and also to be on the security network. Coastal
stations to be equipped with appropriate boats for
close-shore patrolling, Coast guard officers to be
deputed to Karnataka to train State Marine Police.
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Issue 6: Poor public
communication

A multi-mode, zone-specific public information
system that can be used in the event of a security
incident must be developed. Secure access to this
system should be enabled from the CCC. This system
must be routinely tested and its status reported to
the CPG.

A protocol for the communication of vital information
during emergency responses should be developed
and agreed with the media organisations.




ABIDe Reports

Structure Plan - BMRDA

CTTP {Comprehensive Traffic and Transportation Plan)
The London Plan Feb 2008

PLANYC 2030 - Plan for New York City 2030
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